NHOOPMALNIMOHHASA ITAMATKA
JJIA OBYYAIOIIIUXCA

C KaXJbpIM rOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKUA OJHU U3
CaMbIX aKTHBHBIX IOJb30BaTenel PyHera. Mexay TeM, NOMHMO OTPOMHOTO KOJIHYECTBA
BO3MOXHOCTEH, MHTEPHET HECEeT U MpoOJIeMbl. DTa MaMATKa JIOJDKHA MOMOYb Tebe Ge30macHo
HaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMmploTepHslli  BHpYyC - 3TO  Pa3HOBUAHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTENIFHOH OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WM MOJHOCTHIO YHHUUTOXKUTb BCe (alibl U
JTaHHbIE, MOJKOHTPOJBHBIE MOJH30BATENI0, OT UMEHH KOTOpPOro Obla 3amylleHa 3apa’keHHas
IIPOrpaMMa, a TaKKe MOBPEAUTh WIM JaXE YHHUYTOKUTH ONEPALHMOHHYIO CHUCTEMY CO BCEMU
daitnamu B 11eioM. B G0NBIIMHCTBE CilydaeB pacpOCTPAHSIOTCS BUPYCHI U€pe3 UHTEPHET.

MeTobl 3aIIUTEI OT BPEJOHOCHBIX MPOTPaMM:

1. Ucnonb3yli COBPEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIM YPOBEHb
3aIUTBI OT BPEAOHOCHBIX ITPOrPaMM;

2. TlocrossHHO ycTaHaBiuMBail madtd (MQpOBBIE 3arIaTKH, KOTOPHIE aBTOMATHYECKU
YCTAaHABIWBAIOTCS C II€JbI0 JOPaOOTKM MPOTpaMMbl) H JAPYrde OOHOBJIICHHS CBOEH
OTepalMoHHOM cuctembl. CKaunBail X TOJIBKO ¢ odunmansHoro caiita pazpadorurnka OC. Ecnu
CYLIECTBYET PEXHUM aBTOMATUYECKOTO OOHOBIJIEHUS, BKJIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIBIOTEpE MO MpaBaMU IMOJIB30BATENs, a HE aJIMUHUCTPATOPA.
OTO HE MO3BOJIUT OONBIIMHCTBY BPEJOHOCHBIX IPOrpaMM MHCTAIJIMPOBATHCS HA TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yld aHTUBUPYCHBIE MTPOTPAMMHBIE MPOIYKThl U3BECTHBIX MPOU3BOAUTENECH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb GU3HUECKUI JOCTYI K KOMITBIOTEPY JUTsl TOCTOPOHHMX JIMII;

6. Mcnonp3yii BHEIIHUE HOCUTENIN MH(OPMAINH, TaKUe KakK (Iiemka, TUCK Ui (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX NCTOYHHUKOB;

7. He oTkpbIBail KOMOBIOTEpHBIE (aiiiibl, MOJyYEHHBIE W3 HEHAJESKHBIX HCTOYHHKOB.
Jaxe te ¢aitnpl, KOTOpbIEe MPHUCIIAT TBOM 3HAKOMBIN. JIydlie yTO4HM y HEro, OTIPABIIUT JIU OH
Tebe ux.

Ceru WI-FI

Wi-Fi - 3T0 He BUI nepenadn TaHHBIX, HE TEXHOJIOTHUS, & BCETO JIHIIb OpeHn, Mapka. Emie
B 1991 rony Humepmanackas kommanus 3apeructpupoBaia 6pera "WECA", uro o6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcs kak "GecrpoBoiHas TOYHOCTD'.

Jlo Hamero BpeMeHM Joluia Apyras abOpeBuarypa, KOTOpas SBISETCS TaKOW ke
TexHosoruei. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTAHAAPT
BhICIICH 3BykoBOoM TexHukH Hi-Fi, uTo B mepeBoie 03HauaeT "BhICOKast TOUHOCTH".

Ja, OecruiaTHBI MHTEPHET-IOCTYI B Kade, OTEIsIX M adpomnopTax sBISETCS OTIMYHOU
BO3MOXHOCTBIO BbIXO/1a B MHTEpHET. HO MHOrME SKCnepThl CUUTAIOT, 4TO 00meaocTynHble Wi-
Fi cetn He aBnstoTCs 0€30MaCHBIMU.

CoBetbl 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYTHBIX ceTax Wi-fi:

1. He mepenaBaii cBoio nuuHyro HHpOpManuio yepe3 odmenocrynueie Wi-Fi cern.
Pabotast B HuX, ’kenaTenbHO He BBOAUTH MMAPOJIM JOCTYIIA, JOTHHBI U KaKHe-TO HOMEpa;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE IPOTpaMMbl M Opanamayep. Tem cambIM Th
obe3omacuib ceOs OT 3aKa4YKH BUpPyca Ha TBOE YCTPOUCTBO;



3. Ilpu wucnonp3oBanun Wi-Fi otkmoun ¢yskmuio "OOmmit goctyn k daitmam u
npuntepam". JlaHHas (yHKIHMS 3aKpbITa MO YMOJIYaHUIO, OJHAKO HEKOTOPHIE MOJIb30BATEIH
aKTHUBUPYIOT €€ JIJIs1 yI00CTBA UCIIOJIB30BAaHUS B padoTe UK yueoe;

4. He ucnons3yii nmyomuunsiid WI-FI 1 mepenaun JTUYHBIX JaHHBIX, Hampumep s
BBIX0/1a B COLIMAJIbHBIE CETU WJIU B AJIEKTPOHHYIO MOUTY;

5. HUcnonp3yit Tonpko 3ammiieHHoe coenuHeHnue depes HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBoaM UMEeHHO "https://";

6. B wmoOunmpHOM Tenedone otkmoun Qynkmuio "lloakmouenne k- Wi-Fi
aBToMatuyecku". He momyckail aBTOMaTHYECKOTO MOJIKIIOUCHUs ycTpoiicTBa K ceTsim Wi-Fi 6e3
TBOETO COTJIACHSL.

CounajnHble CeTH

CoumanbHble CETH aKTHBHO BXOJAT B HAIy >KU3Hb, MHOTHE JIIOAM PabOTAIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook yske 3aperucrpupoBan MILIMAp[A 4EJIOBEK, YTO SBISAETCS OJHOM
CeIbMOM BCEX JKUTENeH IIaHeTbl. MHOTME MONb30BaTeIM HE MOHHMMAIOT, YTO HMH(pOpMAIHS,
pa3MelleHHass UMM B COLIMAIIBHBIX CETSIX, MOKET ObITh HailleHa U MCIOJIb30BaHA KEM YTOJIHO, B
TOM YHCJIe HE 00s13aTeNbHO ¢ OJaruMu HaMepEeHHUSIMH.

OCHOBHBIE COBETHI 10 O€30IIACHOCTH B COLIUANIBHBIX CETAX:

1. Orpannyp cnucok apy3ei. Y TeOs B JApYy3bsIX HE JOIDKHO OBITH CIydailHBIX U
HE3HAKOMBIX JTIOACH;

2. 3amumniaid CBOIO YacTHYIO Xu3Hb. He ykaseiBail maponwu, TenedoHsl, aapeca, naTy
TBOETO POXKICHUS U JPYIyIO JIMYHYI MH(OpMAaIHIO. 3I0yMBIIUICHHUKH MOTYT HCIOJIb30BaTh
Jake MH(pOPMAIUIO O TOM, KaK Thl U TBOU POAUTEIN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amuiai CBOIO PeMyTalluIo - IEPKHU €€ B YHCTOTE M 3a7aBaii cebe Bompoc: XoTeln Obl
ThI, YTOOBI JAPYTHE MOJIB30BATENIN BUACTH, YTO ThI 3arpyxaems? [lomymaii, mpexae yem 4To-To
OIyOJMKOBATh, HANUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHILB C JTHOJbMH, KOTOPHIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEAIBHOE UM
U JIpYTYIO JIMYHYIO HHPOPMALMU: UM, MECTO KHUTEIbCTBA, MECTO y4eObl U ITPOYEE;

5. N36eraii pazmemmenus ¢pororpaduii B UuTepHere, T1e Tl M300paXKeH Ha MECTHOCTH,
10 KOTOPOH MOXHO ONPEACIUTh TBOE MECTOIIOIOKECHHUE;

6. IIpu peructpaiyu B COUMAIBHON CETH HEOOXOIUMO HCIIOJIb30BaTh CIOXHbIE MApoJiy,
cocrosmue u3 OykB ¥ UG U ¢ KOJIUYECTBOM 3HAKOB HE MEHee §;

7. JAnsi cCOUMANbHOM CETH, MOYTHI M JIPYTHX CalTOB HEOOXOJUMO HCIOJIB30BATH Pa3HbIC
naposu. Toraa ecnu Te0s B3J10OMAKOT, TO 3J0YMBIIIIEHHUKH MOIYyYaT JAOCTYI TOJBKO K OAHOMY
MECTY, a HE BO BCE Cpa3y.

JIeKTPOHHbBIE IeHbI U

DJNEeKTPOHHBIE NEHBIH - 3TO OYEHb yNOOHBIA CHOco0 IUIaTeXeH, OJHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTSAT MOJyYUTh 3TH JICHBTH.

DJNEeKTPOHHBIE JCHBIH TMOSIBHJIMCh COBCEM HEAABHO M MMEHHO M3-3a 3TOT0 BO MHOTHX
rocyJapcTBax J0 CHX IOpP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHU (YHKIMOHHUPYIOT M O HUX YK€ IPOIHCAHO B 3aKOHE, T1I€ UX Pa3JeIsioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIC M HE aHOHMMHBIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MPOBOAUTH oOnepauuu 0e3 WACHTU(HUKAIMKU I0JIb30BaTeNsi, a B
HEAaHOHMMHBIX MICHTH(HUKAINS TI0JIH30BATENS SBISIETCS 0053aTEIBHOM.

Taxoke cienyer pa3nnyarh 3JEKTPOHHBIE (UATHBIC JNEHBIH (pPaBHBI TOCYIApPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC He(DUATHBIC JIEHBI'H (HE PABHBI TOCYIaPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI M0 6€30MaCHOM paboTe ¢ ANEKTPOHHBIMH JCHbIaMH:



1. IIpuBspku K cueTy MOOWIBHBIN TenedoH. ITO camblii yAOOHBIM M OBICTPBIN CIIOCOO
BOCCTAHOBUTH JOCTYN K cyery. llpuBs3aHHBI TenegoH MOMOXKET, eciu 3a0yAelib CBOM
MJIATEXKHBIN MApOJIb WK 3aielIb Ha CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Ucnonp3yii onHopa3oBblie nmapoin. [Tocie nepexoaa Ha yCUIICHHYIO aBTOPU3AIUIO Tebe
y’Ke He OyJIeT yrpokaTh ONaCHOCTb KpakM WIIM IIepexBaTa IJIaTeXHOIo MapoJs;

3. Bribepu cnoxsbiii mapons. IlpectynmHukam OyaeT He MPOCTO yrajaTb CIIOXKHBIN
naposb. Hagesxabsle maposn - 3T0 naposy, KOTOPBIE COAEpKAT HE MEHee 8 3HAKOB U BKIIIOUYAIOT B
ce0si CTpOYHbIE M MPOMHCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK JI0JUIapa,
¢dyHTa, BOCKIHMIIATEIbHBIN 3HaK U T.. Hammpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSIEILb.

DJIEKTPOHHAS 10YTA

DNEeKTPOHHAs M0YTA - 3TO TEXHOJIOTHS U NMPEAOCTABIISIEMBIE €10 YCIIYTH IO NEPECHUIKE U
MOJIyYEHHUIO 3JIEKTPOHHBIX COOOUICHHM, KOTOpBIE pacHpeieisioTcs B KOMIBIOTEPHOH CETH.
OO6bIYHO 3JEKTPOHHBIN MOYTOBBIA  SIIIMK BBITJISLAUT CIIEYIOIIUM obpazom:
UMs_TIOJIb30BaTeNA(@UMs_TIOMEeHa. Takke KpomMe TmepeJayd MpOCTOro TEKCTa, HMEeeTcs
BO3MOXHOCTb IepeiaBaTh (panibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padOTEe ¢ ANEKTPOHHOU MOYTOM:

1. Hano BbIOpaTh NmpaBUIBHBINA MOYTOBBIA cepBUC. B MHTEpHETE €CTh OrpOMHBINA BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIYUIlE JOBEPSTh T€M, KOTO 3HAelllb U KTO MEPBBINA B
peuTHHre;

2. He yka3piBaii B JIMUHON TouTe JUYHYIO MHpopManuro. Hampumep, mydmie BoIOpaTh
"My3bIKaIbHBIN (haHaT@" nnu "pok2013" BMecTo "Temal3";

3. Ucnonb3yi ABYXATAMHYIO aBTOPHU3ALMIO. DTO KOTJla TOMUMO MapOoJsi HY>KHO BBOJIUTH
KO/, IpUChLIaeMbliii mo SMS;

4. BpiOepu CIIOXKHBIA Taponb. JJIS KaXI0r0 TMOYTOBOTO SIIHWKA JOJKEH OBITh CBOM
HAJCKHBIH, YyCTOMYMBBIN K B3JIOMY 1apOJIb;

5. Ecom ecTh BO3MOKHOCTh HAamuMcaTh CaMOMY CBOM JIMYHBIA BOIPOC, UCIHOJB3YH 3Ty
BO3MO>KHOCTB;

6. HMcrnonb3yil HECKOJIBKO TMOYTOBBIX AIMMKOB. [IepBBI I 4aCTHOM NEPENUCKU C
azpecaTamMM, KOTOPBIM Tbl JOBEpsAELIb. JTO 3JIEKTPOHHBIM aJpec HE HaI0 MCIONb30BaTh MpU
peructpanuu Ha popymax u cairax;

7. He oTkpeiBaii ¢ailsibl U Apyrue BIOXKEHUS B MUChMaX, JaXKe €CIU OHHU IMPHIUIA OT
TBOUX JApy3ei. Jlydle yTouHu y HUX, OTIIPABIISIIN JIX OHU TeOe 3TH (Hailiibl;

8. Iloce okoHYaHUs pabOTHI HA TOYTOBOM CEPBHCE NEPE 3aKPHITHEM BKIIAJIKH C CAaliTOM
He 3a0yabp HaXaTh Ha "BeiidTu".

Ku0epOy/uIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymnuur - mpecienoBaHWe COOOIICHUSMH, COJSPKAIIUMH  OCKOPOJIECHUS,
arpeccuio, 3aryruBaHue; XyJUTaHCTBO; COIMAIbHOE OOWKOTHPOBAHME C MOMOILBIO Pa3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 O0pbOE ¢ KHOEPOYIITUHIOM:

1. He Opocaiicst B 60i. Jlydmmuii crioco0: mocoBeTOBaThCA Kak ce0si BECTH W, €CIIA HET
TOTO0, K KOMY MOXXHO OOpaTHTbCSA, TO BHadaje YCHOKOUThCS. Ecin Thl HayHeIIb OTBeuYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHHUSI, TO TOJBKO eIie OOJIBbIIE pa30KKEITh KOHDIUKT;,

2. Vrpagisii cBoel kubeppenyTaiuei;

3. AHoHUMHOCTH B ceTh MHHUMas. CyIIECTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHMHBIM aKKayHTOM;

4. He crouT BecTH XyJUTAaHCKUM 00pa3 BUPTYaIbHOM XU3HU. VIHTEpHET PUKCHpPYET BCE
TBOM JICHCTBUS M COXpAHSACT UX. Y AAJUTh UX OyJeT KpaifHe 3aTpyAHUTEIbHO;



5. Cobmrosiaii CBOO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyii equHUYHBIN HeratuB. OIHOPA30BbIe OCKOPOUTENbHBIE COOOIICHUS TyYIle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsi Ha Ha4albHOM CTaui;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COIIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKH COOOIICHUI C OTIpeAeNIEHHBIX aJ[pECOB;

8. Ecmu Tl cBugerens kubOepOymnuHra. TBoum JeWCTBUS: BBICTYNUTh MPOTHB
IpeciieoBaTensl, MoKa3aTb €My, YTO €ro JACHCTBUS OLEHUBAKOTCS HEraTUBHO, IMOJAEPKATh
KEpPTBY, KOTOPOH HYXKHA IICUXOJOTMYEeCcKass IIOMOIIb, COOOIIUTH B3pOCIBIM O (QakTe
arpecCUBHOIO MOBEJICHMS B CETH.

MoOniabHbIi Te1edoH

CoBpemenHble cMmapT(OHBl U IIJIAHIIETHI coiepkar B ceOe BIOJHE B3POCIBIN
(GYHKIIMOHAT, W TEmeph OHU MOTYT KOHKYPUPOBAaTH CO CTAIlHOHAPHBIMU KOMITHIOTEPAMHU.
OpnnHako, CpeCTB 3alUThI AJIsl MOJOOHBIX YCTPOMCTB MOKa OYeHb Mallo. TecTupoBaHHe U MOUCK
ySI3BEMOCTEH B HUX MPOUCXOTUT HE TaK MHTEHCUBHO, Kak ais [IK, To ke camoe kacaercs u
MOOUJIBHBIX MPUIIOKEHHI.

CoBpeMeHHbIE MOOWIIBHBIE Opay3ephl yKe MPAaKTUYECKU JAOTHAIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacmMpeHre (yHKIMOHAA BieYeT 3a CO00M OONBIIYI0O CIOKHOCTh M MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENH BBIMTYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH JIJIs1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 11 0€30MacCHOCTH MOOMIIBLHOTO TeneoHa:

Huuero He siBisiercst mo-HacTosimeMy OecruiaTHBIM. Bynib ocToposkeH, Beib Korja tede
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHe-TO TUIaTHBIE YCIYTH;

Hymaii, mpexnae yem ornpaButh SMS, ¢oro mnmm Buaeo. Thl TOUHO 3HaAElIb, II€ OHU
OyIyT B KOHEYHOM UTOTE?

Heo6xo1uMo 0OHOBIISATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Hcnonb3yit aHTUBUPYCHBIE IPOIPAMMBI JUIsI MOOMIIBHBIX TelIe()OHOB;

He 3arpyxaif mpuiaoxeHUs OT HEU3BECTHOT'O MCTOYHWKA, BEIb OHH MOTYT COJEPKaTh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHHUE;

ITocne Toro kak THI BbIiJelIb C caldTa, TJe BBOAWI JIMYHYIO HWH(pOpMAIHIO, 3ai1u B
HAaCTPOMKH Opay3epa u ynanu cookies;

[Teproanaecku nMpoBepsiii, KaKue IJIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;

JlaBaii cBOit HOMep MOOMIILHOTO TeeOHA TOJBKO JIFOJISIM, KOTOPHIX THI 3HACIIh U KOMY
JIOBEpsICLIb;

Bluetooth momken ObITH BRIKITIOUEH, KOTJA T UM HE TMOJb3yenibes. He 3a0piBaii mHOTIA
IIPOBEPSTH 3TO.

Online urpsl

COBpeMeHHBIe OHHaﬁH-HFpBI - O9TO KpPACOYHBIC, 3aXBaTbIBAIOIIUC PAa3BJICYCHU,
O00BETMHSIONINE COTHU THICSY YEJIOBEK MO BCeMy MHUpY. MTrpoKM MCCIIEAYIOT JaHHBIA UM MUD,
O6H_IaIOTC5I ApPYyr € APpYroM, BBIIIOJIHAIOT 3aAaHUsA, CPAXKAOTCA ¢ MOHCTpAMU U MOJIYy4YarOT OIBIT.
3a yZOBOJILCTBHE OHHU IUIATST: TOKYMAIOT JWCK, OIUIAYMBAIOT a0OHEMEHT WM MPHOOPETAIOT
KaKHe-TO OMIUH.

Bce otm cpenctBa uwmyT Ha TOJJIEpKaHHUE W Pa3BUTHE WIPHI, a TaKXkKe Ha camy
6C3OHaCHOCTB: COBCPHICHCTBYIOTCA CHUCTCMbI aBTOPU3AllMH, BbIITYCKAOTCAd HOBBLIC IIaTYU
(mrdpoBBIC 3aIUIATKY IS TPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX UTpax CTOMT OmacaTthCsi HE CTOJBKO CBOMX COMNEPHUKOB, CKOJIBKO KPaXKH
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AIMH OOJIBITUHCTBA UTP.

OcHOBHBIE COBETHI 110 6€30MACHOCTH TBOETO UTPOBOTO aKKAYHTA!



1. Ecnu mpyroit urpok BegeT ceds TUIOXO0 MM CO3/1aeT TeOe HEeNMPHUATHOCTH, 3a0JIOKUPYI
€ro B CIIUCKE UTPOKOB;

2. lTloxanyiics aIMHUHUCTpATOpaM MWIPbl Ha IUIOXOE€ I[IOBEICHUE JTOr0 WIPOKa,
JKeNaTelIbHO MPUJIOKUTh KaKue-TO JI0Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3wiBait inunyto nHpopManuo B mpodaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTDE;

5. He ycranaBnuBaii Heo(pHuIabHBIC TTATYU U MO/IBI;

6. Ucnonb3yit CI0KHBIE U pa3HbIE MapOJIH;

7. Haxe BO BpeMsi UTPbl HE CTOMT OTKJIKOYaTh aHTHUBUpYC. [loka Tkl Wrpaeiib, TBOU
KOMIIBIOTEP MOI'YT 3apa3uTh.

@OUIIUHT WA KpaiKa JUYHbIX JaHHbIX

OObIYHON Kpakel JeHer M JOKyMEHTOB CETOAHsI YK€ HUKOrOo HE YIUBHUIIb, HO C
pa3BUTHEM HHTEPHET-TEXHOJIOTMM 3JIOYMBIIUICHHUKA T[E€PEeMECTUIIUCh B HUHTEPHET, |
MPOJIOIKAIOT 3aHUMATHCS " TFOOUMBIM" JIEJIOM.

Tax mosiBUsIach HOBas yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (DUILMHT, TJIaBHAs IIeJb
KOTOPOTO COCTOUT B TOJNyYEeHUU KOH(MUIACHIIMATHHBIX JAHHBIX IOJIb30BATENCH - JIOTHHOB W
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢ummar (ot fishing - peiOHast 0B,
password - mapoJb).

OcHOBHBIE COBETHI IO OOPHOE C PUITHHTOM:

1. Cneqn 3a cBoMM akkayHTOM. Ecimu Tl MOmO3peBaciib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOIINTHh aIMUHHUCTPATOPAaM pecypca 00 3ToOM
KaK MOXHO CKOpEE;

2. Ucnonw3yit G6e3o0macHbie BEO-CAMTHI, B TOM YHCIIE, HHTEPHET-Mara3uHoB M MMOMCKOBBIX
CHUCTEM;

3. Ucnonw3y#t cioxHble W pa3Hble mapoiu. Takum oOpazoM, ecinu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TIOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3710Malu, TO HEOOXOIUMO NMPEIyNPEeaUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no0aBJeHBI y TEOSI B IPY3bsIX, O TOM, UTO TeOs B3IOMATH U, BO3MOKHO, OT TBOETO HMEHH OyaeT
pacchLIaThCsl CliaM U CChUIKU Ha (DUILIMHTOBBIE CalThI,

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE MapoJs B Opaysepe;

7. He oTkpeiBaii ¢ailsibl U Apyrue BIOXKEHUS B MUChMaxX, JaXKe €CIU OHHU IMPHIUIA OT
TBOUX JApy3ei. Jlydlie yTouHu Yy HUX, OTIPABIISLIIN JIU OHU TeOe 3Th (aitiib.

udposas penyranus

[udposas penmyranmsi - 3T0 HETaTUBHAS WM MO3UTHBHAs MHQpOpMAIUs B CETH O TeOe.
Kommpomerupyromass uadopmaius, pazMenieHHass B UHTEPHETE, MOXKET CEepPhE3HBIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOU x)u3HH. "lludpoBas penyramus" - 3TO TBOM UMHIK, KOTOPBIA
dopmupyercs u3 uHdopMalu o Tede B UHTEPHETE.

TBoe MecTo KUTENIbCTBA, yU4eObl, TBOC PUHAHCOBOE TOJIOKEHUE, OCOOCHHOCTH XapaKTepa
U PacCcKasbl 0 OJM3KUX - BCE ITO HAKAIIIIMBACTCS B CETH.

MHorue nopoCcTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOJIMKauy JIUYHOW MH(OpManuu B
HuTepHere, HE MOHMMAas BO3MOKHBIX MOCIEACTBUM. ThI Ja)Ke HE CMOXKEIIb JOTANAThCA O TOM,
yTto (pororpadusi, pazmerieHHas 5 JeT Ha3a/l, CTana MPUYNHON 0TKa3a MPUHATH Te0s Ha padoTy.

KomMmenTapuu, pasmemienue TBoux (otorpaduii u 1pyrue JIEHCTBUS MOTYT HE
UCYE3HYTh JlaXKe IOCJe TOro, Kak Thl WX yJNalWilb. Thl HE 3Haellb, KTO COXpPaHWI 3Ty
uH(pOpMaIIKIO, TONaa M OHA B MOMCKOBBIC CHCTEMBbI M COXPAHMUIIACH JIM OHA, a TJIABHOE: YTO
MOAYMAIOT O TeOe OKpyXKalolue JII0JH, KOTOphle HaWIyT U YBUAAT 3T0. Halitn mHbOpMmaruio



MHOTO JIET CIYCTsI CMOXXET JI000W - Kak M3 JOOpBIX MOOYXKIEHWUH, TaK U C HaMepEeHHUEM
OPUYHHUTH Bped. ITO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 10 3aITUTE ITUGPOBOI peITyTaIuu:

1. Momymaii, mpexae 4eM 4To-TO IyOJUKOBAaTh W TepefaBaTh y ceOs B Ojore Wid B
COIIMATLHOM CETH,

2. B HacTpoiikax npoduisi ycTaHOBH OTpaHUYEHHUS Ha MIPOCMOTP TBOETO MPO(UIISL U €ro
COAEPKUMOTO, CIIeTal ero ToJIbKO "1 npy3eit”;

3. He pa3memaii 1 He yka3plBail HH(POPMALIUIO, KOTOPasi MOXKET KOTr0-THO0 OCKOpPOJISATH
WM OOMXKaTh.

ABTOpCKOe MPaBo

CoBpeMeHHbIE MIKOJIBHUKUA - AaKTHUBHBIE IOJIb30BAaTEIN LHU(PPOBOrO MPOCTPAHCTBA.
OpHako Aaneko He BCe 3HAIOT, YTO MOJIH30BAHME MHOTMMHU BO3MOKHOCTSIMH IIU(PPOBOrO MHUpPA
TpeOyeT coOJIIOICHHS TIPaB HA MHTEIJIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "HHTEIIEKTyanbHasi COOCTBEHHOCTH" OTHOCUTCS K Pa3IHMYHBIM TBOPEHUSAM
YEJIOBEUECKOr0 yMa, HauMHasi C HOBBIX M300pPETEHUI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
HA TPONYKTHI M YCIyTd, WM 3aKaHuuBas KHUTaMu, QororpadusiMu, KHHODUIBMAMH U
MY3bIKaIbHBIMU POU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MPaBa Ha MHTEIUIEKTYAIbHYIO COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B Ka4eCTBE TapaHTHH TOTO, YTO
WHTEJJICKTYJIbHBIN/TBOPUYECKHUI TPy aBTOpa HE OyJeT HampacHBIM, JACT €My CIpPaBeINBBIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAad, MOJYyYUTh U3BECTHOCTh U MpPU3HAHHUE.
Huxkro Ge3 paspernieHust aBTopa He MOKET BOCIPOM3BOIUTH €0 POU3BEACHUE, PACTIPOCTPAHSTH,
nyOJMYHO JEMOHCTPUPOBATh, MNpOJaBaTh, HWMIIOPTUPOBATH, MycKaThb B IMPOKAT, ITyOJIUYHO
UCTIOJNTHSATH, MTOKA3bIBATH/UCIIONHATH B d(Upe WU pa3MenaTh B IHTepHeTe.

Hcnonw3oBanne "mupaTckoro” mporpaMMHOTO 0OECTIEYCHHUST MOYKET MPUBECTH K MHOTUM
pUCKaM: OT TIOTEpPH JAaHHBIX K TBOUM aKKayHTaM J0 OJOKHPOBKH TBOErO yCTPOWCTBA, T/
yCTaHOBJIEHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JIEraJbHbIE
u OecIIaTHbIE TPOTPAMMBI, KOTOPBIE MOKHO HAWTH B CETH.

O noprane

CereBnuok.p - TBOW TJaBHBII COBETYMK B CETH. 31€Chb Thl MOXEIIb Y3HAaTh O
0€30MacCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM $I3bIKOM, a MPU BO3HUKHOBEHUHM KPUTHYECKOMN
CUTyallii OOpaTUTHCS 3a COBETOM. A TakXe NMPHHATH y4yacTHe B KOHKYpPCaX M CTaThb CaMbIM
U (POBBIM TpakJaHUHOM !



